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PURPOSE

This standard establishes the minimum Personnel Security standards for users of State
information and information technology (IT).

The greatest harm/disruption to a system comes from the actions of individuals, both intentional
and unintentional.

The Personnel Security process begins with a review of the user’s mission needs, relevant
policies, regulations, standards, and threats for a defined environment. Their interaction with the
information systems, their roles, responsibilities, and authorities must be identified and
documented.

SCOPE

This standard applies to all state agencies meeting the requirements identified in the State
Information Security Consolidated Policy, Section 1.1, Scope and Applicability.

EFFECTIVE DATES

This standard becomes effective at the time of approval of the State Chief Information Officer
(CIO).

RESPONSIBILITIES

The agency head and appointed agency Information Security Officer (ISO) have the responsibility
to ensure the implementation of and compliance with this standard.

Agency management and personnel staff are responsible for coordinating and cooperating with
the 1SO to ensure compliance with the requirements of this standard.

RELATED DOCUMENTS

State Information Security Consolidated Policy, 100
State Information Security Officer (ISO) Roles and Responsibilities, 102

STANDARDS

A. Positions shall be identified and classified with regard to the sensitivity of the data they
control or process and the facilities to which they have access. Agency managers and ISOs
shall use the following guidelines to determine sensitive positions. If the position:

1) Has a major responsibility for the development, planning, direction, or implementation of
a computer system.

2) Has a major responsibility for the development, planning, direction or implementation of a
computer security program.
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3) Has approval authority for major component of a computer system, including hardware
and software.

4) Has the ability to cause grave damage to a system or realize significant personal gain
through their access or responsibility.

5) Has the potential for detrimentally impacting computer security.

6) Has duties of considerable importance to the agency IT mission, with significant program
responsibilities.

7) Has access to, or affect the processing of, proprietary data or privileged information.

B. The following IT positions, at a minimum, shall be identified as sensitive positions:

Positions grade 39 and above.
Managers

Security Officers

Systems Administrators
Systems Maintenance
Network Administrators
Database Administrators
Programmers

Backup Administrators

10) Contractors and Vendors who work for or provide IT services to the state

C. Employees who will hold sensitive positions shall have pre-employment screenings, which
are documented and maintained within the agency Personnel File. Please refer to NAC
284.317 below as a guideline for such screenings.

NAC 284.317 Investigations of applicants; minimum age requirement.

1.

To determine whether an applicant meets the minimum qualifications established for the
class or position and other necessary criteria, the Division of Human Resource
Management may require evidence of United States citizenship, alien status, discharge
under honorable circumstances from the Armed Forces of the United States, possession
of valid licenses for various purposes, educational transcripts or other evidence of
identification and qualification. Except as otherwise provided in, NAC 284.325 with
respect for a veteran’s preference, any required information which is not received by the
time of certification will be cause for the Director to decline to certify the applicant.

A reasonable minimum age requirement may be established for any position that
involves public safety, supervision or care of wards of the State of Nevada, hazardous
working conditions or other unusual circumstances. If such a minimum age requirement
is established, it must be specified in the approved class specification or the publicized
job announcement and an applicant shall, upon request, submit appropriate proof of age
to the Division of Human Resource Management.

The Division of Human Resource Management or employing agency may investigate an
applicant’s character, past employment, education, and experience and, as allowed by
specific statute, criminal background. [Personnel Div., Rule IV part § A, eff. 8-11-73; Rule
IV 8§ B, eff. 8-11-73]—(NAC A by Dep'’t of Personnel, 10-26-84; 7-6-92; A by Personnel
Comm’n by R183-03, 1-27-2004)
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D. All agencies will comply with existing state and federal laws, and regulations that impose
significant responsibilities on employees for the security of information.

E. Employees shall sign a Letter of Agreement and/or Non-disclosure Agreement before access
is allowed to information or information systems indicating that they understand their role and
responsibilities for securing information and protecting information technology. These
requirements shall normally be accomplished through the New Employee Orientation and/or
Information Security Awareness Training.

F. Sensitive positions shall have critical functions divided among different individuals

6.0.1

6.0.2

(separation of duties), whenever possible, to ensure that no individual has all necessary
authority or information access that could result in fraudulent activities and misuse of
confidential/privileged information.

BACKGROUND CHECKS

A.

D.

Background checks shall be conducted on all positions determined to be sensitive and is
supported by NRS 239B, Disclosure of Personal Information to Governmental Agencies.
Implementation of this standard for background checks may occur in two phases, with phase
1 initiating background checks on all new hires and phase 2 initiating background checks on
existing employees.

Fingerprint checks shall be submitted to the Department of Public Safety. The agency may
absorb the applicable fees for fingerprinting and background checks. Fingerprinting must be
done by a law enforcement agency.

Unfavorable results from a background check are not an automatic cause to refuse
employment or cause termination. The agency head after consult with the State Chief
Information Security Officer (CISO) has the final decision on action to be taken or not taken
based on any unfavorable results. The agency head after consult with the CISO shall
consider a conviction in any jurisdiction of any crime involving moral turpitude or indicating a
lack of business integrity or honesty, whether denominated a felony or misdemeanor, to be
an unfavorable result of a background check.

A list of employees/contractors within state agencies holding sensitive IT positions as
provided in Section 6.0 B. shall be provided to the State Chief Information Security Officer
(CISO). The list shall include: name of employee/contractor; functional IT responsibility;
status of background investigation; and date of completed appointment. The list will be
provided by the agency ISO within 30 days of any change in status within said agency (e.g.
new hire appointment completion date, termination, functional responsibility change, etc.).

TERMINATION

A.

Agencies will establish, implement and maintain procedures for processing terminations, both
voluntary and involuntary, of employees. The procedures for processing termination
involving sensitive positions or access to sensitive information shall be more restrictive than
those in non-sensitive positions.
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B. When an employee is involuntarily terminated from employment, all system access privileges

7.0 DEFINITIONS

will be immediately revoked and the employee is to be prevented from having any opportunity
to access information or equipment.

State Agency — The use of the term “State agency” in this document means every public agency,
bureau, board, commission, department, division or any other unit of the Executive Branch of the
government of the State of Nevada.

8.0 EXCEPTIONS/OTHER ISSUES

Requests for exception to the requirements of this Information Security Standard must be
documented, provided to the Office of Information Security (OIS), and approved by the State
Chief Information Security Officer (CISO).

Approved By

Title Signature Date
State Information Security Committee Approved by Committee 7/12/2011
State Chief Information Security Officer Signature on File 7/12/2011
(CISO)
State Chief Information Officer (CIO) Signature on File 1/22/2015
Document History
Revision Date Change
A 02/14/02 Initial release.
B 12/12/02 Revision to incorporate background checks
C 12/11/03 Revision to maintain sensitive position information, change to Section 6.0.1
paragraph B
D 10/03/06 Reviewed by ITSPC. One Change (6.0. paragraph C.1) Corrected
reference to NRS to NAC.
E 06/30/11 Revision to update background check requirements, Section 6.0.1
F 01/22/15 Office of Information Security biennial review, replaces standard 4.04

105StandardPersonnelSecurity.doc




