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1.0 PURPOSE 
 

This standard establishes the minimum standards and appropriate level of security controls for 
software development.  
 
As state agencies design, build and deploy information technology based services, each new 
project must address the security needed for the effective business operation of the information 
system.  Security controls must be an integral part of project planning, testing, development and 
implementation. 
 

2.0 SCOPE 
 

This standard applies to all state agencies meeting the requirements identified in the State 
Information Security Consolidated Policy, Section 1.1, Scope and Applicability. 
 

3.0 EFFECTIVE DATES 
 

This standard becomes effective at the time of approval of the State Chief Information Officer 
(CIO). 
 

4.0 RESPONSIBILITIES 
 
 The agency head and appointed agency Information Security Officer (ISO) have the responsibility 

to ensure the implementation of and compliance with this standard. 
  
5.0        RELATED DOCUMENTS 
 

State Information Security Consolidated Policy, 100 
State Information Security Officer (ISO) Roles and Responsibilities, 102 

        
6.0 STANDARDS 
 

A. All information technology services and systems developed or acquired by agencies shall 
have documented security specifications that include an analysis of security risks and 
recommended controls (including access control systems and contingency plans).  

 
B. Security requirements shall be developed at the same time system planners define the 

requirements of the system.  Requirements must permit updating security requirements as 
new threats/vulnerabilities are identified and/or new technologies implemented.  

 
C.  Security requirements and evaluation/test procedures shall be included in all solicitation 

documents and/or acquisition specifications. 
 

D. Security consideration must be included in each phase of System Development. 
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E. Systems developed by either internal State or contracted system developers shall not include 
back doors, or other code that would cause or allow unauthorized access or manipulation of 
code or data.  

 
F. Security specifications shall be developed by the system developer for approval by the 

agency owning the system at appropriate points of the system development or acquisition 
cycle.   

 
G. All approved information technology services and systems must address the security 

implications of any changes made to a particular service or system. 
 
H. The responsible agencies must authorize all changes. 
 
I. Application systems and information that become obsolete and no longer used must be 

disposed of by appropriate procedures.  The application and associated information must be 
either preserved, discarded or destroyed in accordance with Electronic Record and Record 
Management requirements defined in NRS and NAC 239, Records Management. 

 
7.0 DEFINITIONS 

 
None 

 
8.0 EXCEPTIONS/OTHER ISSUES 
 

Requests for exception to the requirements of this Information Security Standard must be 
documented, provided to the Office of Information Security (OIS), and approved by the State 
Chief Information Security Officer (CISO). 
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